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GDPR / Data Protection Act 2018
Dacorum Borough Council Policy Statement
This is a statement of GDPR / Data Protection Act 2018 policy adopted by
Dacorum Borough Council.
Dacorum Borough Council needs to collect and use certain types of information
about people with whom it deals in order to operate. These include current,
past and prospective employees, suppliers, client/customers, and others with
whom it communicates. In addition, it may be a legal requirement to collect and
use certain types of information, for example to comply with the requirements
of Government Departments for business data. This Personal Data must be
dealt with properly however it is collected , recorded and used – whether on
paper, in a computer, or recorded on other material – and there are sanctions
to enforce this is in the GDPR and Data Protection Act 2018.
The Council regards the lawful and correct processing of Personal Data and
Special Categories Data as very important to the successful operation of its
services, and to maintaining the confidence of the public. The Council will
ensure that it will treat Personal Data lawfully and correctly.
To this end the Council fully endorses and will comply with the ‘GDPR Articles
and the Data Protection Act 2018 Clauses.
Scope
This policy applies to all Council employees, councillors, partners, contractors
and agents of the Council (i.e. voluntary sector) who process Personal Data
and Special Categories of Data or have access to Personal Data or Special
Categories of Data in any Council system, files, email, database or manual
records.
Definitions
‘Data Controller’ – the legal entity responsible for compliance to GDPR – The
Council.
‘Data Processor’ – a natural or legal person, public authority, agency or other
body which processed Personal Data on behalf of the Data Controller.
‘Data Protection Act 2018’ - An Act to make provision for the regulation of the
processing of information relating to individuals; to make provision in
connection with the Information Commissioner’s functions under certain
regulations relating to information; to make provision for a direct marketing code
of practice; and for connected purposes.
‘Data Subject’ – A living individual who is the subject of the Personal Data (e.g.
Employee, Resident, Customer)
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‘GDPR’ - Regulation (EU) 2016/679 of the European Parliament and of the
Council of 27 April 2016 on the protection of natural persons with regard to the
processing of personal data and on the free movement of such data, and
repealing directive 95/46/EC as updated, superseded or repealed from time to
time.
‘Personal Data’ - means any information relating to an identified or identifiable
natural person (‘data subject’); an identifiable natural person is one who can be
identified, directly or indirectly, in particular by reference to an identifier such as
a name, an identification number, location data, an online identifier or to one or
more factors specific to the physical, physiological, genetic, mental, economic,
cultural or social identity of that natural person;
‘Special Categories’ - Processing of Personal Data revealing racial or ethnic
origin, political opinions, religious or philosophical beliefs, or trade union
membership, and the processing of genetic data, biometric data for the purpose
of uniquely identifying a natural person, data concerning health or data
concerning a natural person's sex life or sexual orientation shall be prohibited.
The Articles – Conditions for processing
Article 5 of the GDPR requires that the Council process Personal Data in
accordance with the following;
(a) processed lawfully, fairly and in a transparent manner in relation to
individuals;
(b) collected for specified, explicit and legitimate purposes and not further
processed in a manner that is incompatible with those purposes; further
processing for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes shall not be
considered to be incompatible with the initial purposes;
(c) adequate, relevant and limited to what is necessary in relation to the
purposes for which they are processed;
(d) accurate and, where necessary, kept up to date; every reasonable step
must be taken to ensure that Personal Data that are inaccurate, having
regard to the purposes for which they are processed, are erased or
rectified without delay;
(e) kept in a form which permits identification of data subjects for no longer
than is necessary for the purposes for which the Personal Data are
processed; Personal Data may be stored for longer periods insofar as
the Personal Data will be processed solely for archiving purposes in the
public interest, scientific or historical research purposes or statistical
purposes subject to implementation of the appropriate technical and
organisational measures required by the GDPR in order to safeguard the
rights and freedoms of individuals; and;
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(f) processed in a manner that ensures appropriate security of the personal
data, including protection against unauthorised or unlawful processing
and against accidental loss, destruction or damage, using appropriate
technical or organisational measures;
Therefore, Dacorum Borough Council will, through appropriate management
and strict application of criteria and controls;
(a)

observe fully conditions regarding the fair collection and use of
information;

(b)

meet its legal obligations to specify the purposes for which information
is used;

(c)

collect and process appropriate information, and only to the extent that
it is needed to fulfil operational needs or to comply with any legal
requirements;

(d)

ensure the quality of information used;

(e)

apply strict checks to determine the length of time information is held;

(f)

ensure that the rights of people about whom information is held can be
fully exercised under the GDPR / Data Protection Act 2018 in
accordance with the rights set out below.

(g)

take appropriate technical and organisational security measures to
safeguard personal information;

Lawfulness of Processing (Personal Data)
Article 6(1) of GDPR sets out the following lawful bases for processing;







The Data Controller has to comply with a legal obligation to which the
Controller is subject.
The processing is necessary for the performance of a contract to which
the data subject is a party, or steps prior to entering a contract with a
data subject.
The processing is necessary for the purposes of legitimate interests
pursued by the Data Controller or third party.
The Data Subject has given their consent to the processing
The processing is necessary to protect the vital interests of the Data
Subject
The processing is necessary for the performance of a task carried out in
the public interest or in the exercise of official authority vested in the Data
Controller.

Individuals Rights
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Individuals have the right to be informed about the collection and use of
their Personal Data



Individuals have the right to access their Personal Data and
supplementary information



Individuals have the right to have inaccurate Personal Data rectified



Individuals have the right to request their Personal Data to be erased
‘right to be forgotten) in certain circumstances.



Individuals have the right to restriction or suppression of Personal Data
(in certain circumstances)



Individuals have the right to Data Portability



Individuals have the right to object to processing (in certain
circumstances)



Individuals have the right to object to automated decision making

Subject Access Requests
The Council must process a request for information from a data subject (also
known as a subject access request) by 1 (one) calendar month from date of
receipt. The Council may request identification from the data subject to confirm
the identity of the data subject.
A ‘reasonable fee’ may only be charged when a request is manifestly unfounded
or excessive, particularly if it is repetitive, or if further copies of the same
information is requested.
Children’s Personal Data
When processing personal data of a child aged 13 years (or younger) – parental
or guardian consent must be required before processing can take place.
Privacy by Design
The Council is committed to a ‘privacy by design and default’ approach’; that is
the Council will ensure that privacy and data protection is a key consideration
in the early stages of any project where the ‘rights and freedoms’ of people will
be significantly affected or where a system is introduced that will affect people’s
Personal Data. These include but are not limited to; ICT Systems (processing
Personal Data), developing legislation, policy or strategies that have privacy
implications, data sharing or using data for new purposes.
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The Council will conduct privacy impact assessments and include contractual
GDPR clauses in data processor contracts.
Notification
The Council must notify the ICO annually of its record of processing activities.
The Council must pay the Tier 3 charge to notify.

International Transfers
Personal Data shall not be transferred to a country or territory outside the
European Economic Area unless that country or territory ensures an adequate
level of protection for the rights and freedoms of data subjects in relation to the
processing of personal data.
Appointment of a Data Protection Officer
In accordance with Article 37(1) – (7) the Council formally appoints a Data
Protection Officer (DPO). The DPO reports to CMT and will be a designated
duty of the Information Security Team Leader within the Legal Governance
Department.
Other Policy Conditions
In addition, Dacorum Borough Council will ensure that:

Number:
Owner:



everyone managing and handling Personal Data understands that they
are contractually responsible for following good data protection practice;



everyone managing and handling Personal Data is appropriately trained
to do so;



everyone managing and handling Personal Data is appropriately
supervised;



anybody wanting to make enquiries about handling personal
Information knows what to do;



queries about handling Personal Data are promptly and courteously
dealt with;



methods of handling Personal Data are clearly described;



a regular review and audit is made of the way Personal Data is managed,
including CCTV systems.



methods of handling Personal Data are regularly assessed and
evaluated;
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regular assessments of our compliance with the GDPR / Data Protection
Act 2018 will take place.

Offences
Staff must be aware of the following offences under the GDPR / Data Protection
Act 2018;
(1) It is an offence for a person knowingly or recklessly;
(a)

to obtain or disclose Personal Data without the consent of the controller,

(b)

to procure the disclosure of Personal Data to another person without the
consent of the controller, or

(c)

after obtaining personal data, to retain it without the consent of the
person who was the controller in relation to the Personal Data when it
was obtained.

(2) It is an offence for a person to sell Personal Data if the person obtained the
data in circumstances in which an offence under subsection (1) {above} was
committed.
It is an offence for a person to offer to sell Personal Data if the person;
(a)

has obtained the data in circumstances in which an offence under
subsection (1) {above} was committed, or

(b)

subsequently obtains the data in such circumstances.

(3) It is an offence for a person knowingly or recklessly to re-identify information
that is de-identified Personal Data without the consent of the controller
responsible for de-identifying the personal data.
(4) It is an offence for a person knowingly or recklessly to process Personal
Data that is information that has been re-identified where the person does
so;
(a) without the consent of the controller responsible for de-identifying the
personal data, and
(b) in circumstances in which the re-identification was an offence under
subsection (1) {above}.
(5) It is an offence for a person listed in subsection (6) {below} to alter, deface,
block, erase, destroy or conceal information with the intention of preventing
disclosure of all or part of the information that the person making the request
would have been entitled to receive.
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(6) Those persons are;
(a) the controller, and
(b) a person who is employed by the controller,
NOTE: This is not an exhaustive list of offences, all offences stated in GDPR
and Data Protection Act 2018 are relevant to this policy and the persons listed
in the scope of this policy.
Other Offences
a) processing Personal Data without notifying the Information Commissioner
(and other offences related to notification);
b) failing to comply with an enforcement notice or an information notice, or
knowingly or recklessly making a false statement in compliance with an
information notice.
c) obstructing, or failing to give reasonable assistance in, the execution of a
search warrant;
d) requiring someone, for example during the recruitment process, to exercise
their subject access rights to supply certain information (such as records of
their criminal convictions), which the person wanting it would not otherwise
be entitled to. This offence, known as “enforced subject access”
Compliance
Failure to comply with this policy will result in disciplinary action being taken in
line with the Council’s Conduct Procedure. Or, in the case of a councillor, under
the Members’ Code of Conduct.
Staff Training
GDPR / Data Protection Act 2018 training is compulsory for all staff. New
starters must attend the next available training course with a recommendation
that current staff should refresh and update their knowledge attending the
GDPR / Data Protection Act 2018 training course at least once every four years.
Reporting a Breach
All GDPR / Data Protection Act 2018 breaches or suspected must be reported
immediately to your line manager who in turn must report the breach to the
Information Security Team Leader or the Solicitor to the Council - Legal
Governance.
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If a breach has been reported to you by a Data Processor. That breach must
be reported immediately to your line manager who in turn must report the
breach to the Information Security Team Leader or the Solicitor to the Council
- Legal Governance.
Further details are provided in the ‘Personal Data Breach or Incident Reporting
Procedure’ (DBC999 IS PROC) found on the Council’s Intranet.
The maximum fine the ICO can levy for a breach is €20m or 4% of turnover.
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